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Abstract: The increasing prevalence of wireless networks has made them a prime target for cyber threats and
unauthorized access. Effective intrusion detection in such environments is crucial to maintaining network security and
integrity. This study presents a novel approach to wireless network intrusion detection by leveraging a modified
CatBoost algorithm, enhanced through Whale Optimization Algorithm (WOA)-based hyperparameter tuning.
CatBoost, a gradient boosting framework, is adapted with modifications to better handle the unique challenges of
intrusion detection, including class imbalance and high-dimensional data. The Whale Optimization Algorithm, inspired
by the hunting behavior of whales, is employed to optimize CatBoost's hyperparameters, improving its performance
and accuracy in detecting intrusions. The proposed method is evaluated on a real-world wireless network dataset,
demonstrating superior detection capabilities compared to traditional approaches. The results indicate that the
combination of modified CatBoost and WOA leads to a more robust and effective intrusion detection system, offering
enhanced security for wireless networks.

Keywords: Wireless Network Intrusion Detection, CatBoost Classification Models, Gradient Boosting Algorithms,
Modified CatBoost, Network Security, Intrusion Detection Systems (IDS), Machine Learning for Intrusion Detection,
Feature Engineering, Categorical Feature Handling.

I. INTRODUCTION
In the contemporary landscape of digital communication, wireless networks play a pivotal role in facilitating seamless
connectivity and enabling a myriad of applications, from personal communication to critical infrastructure management. The
proliferation of wireless technologies has significantly transformed the way data is transmitted and accessed, making it an
indispensable component of modern society. However, this widespread adoption also presents substantial security
challenges. Wireless networks are inherently vulnerable to various cyber threats, including unauthorized access, data
breaches, and sophisticated attacks designed to compromise network integrity and user privacy.

To safeguard wireless networks from these threats, Intrusion Detection Systems (IDS) have become a fundamental
aspect of network security. Traditional IDS methodologies often rely on predefined rules and signature-based detection
mechanisms, which may fall short in identifying novel or evasive attacks. As cyber threats continue to evolve in complexity
and scale, there is an increasing need for advanced detection methods that can adapt to dynamic network environments and
recognize subtle indicators of malicious activity.

Machine Learning (ML) and Deep Learning (DL) have emerged as transformative approaches in enhancing IDS
capabilities. ML algorithms, such as decision trees, support vector machines, and ensemble methods, offer the ability to
analyze large datasets, identify patterns, and make predictions based on historical data. These techniques are particularly
valuable in detecting known attack patterns and anomalies that deviate from normal network behavior. DL models, which
include neural networks and deep architectures, further augment these capabilities by learning complex representations of
data without extensive manual feature engineering. These models can capture intricate patterns and relationships within the
data, improving the detection of sophisticated and previously unknown attacks.

In this study, we propose an advanced methodology for wireless network intrusion detection that leverages a
modified CatBoost algorithm, an innovative gradient boosting framework renowned for its robustness and efficiency.
CatBoost excels in handling categorical features and large datasets, making it well-suited for complex network traffic
analysis. To optimize the performance of CatBoost, we incorporate the Whale Optimization Algorithm (WOA), a
metaheuristic inspired by the hunting strategies of humpback whales. WOA provides an effective mechanism for tuning the
hyperparameters of the CatBoost model, enhancing its detection accuracy and reducing false positives.
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The integration of CatBoost with WOA represents a significant advancement in intrusion detection technology. By
leveraging the strengths of both methods, our approach aims to improve the accuracy and reliability of IDS in wireless
networks, addressing the limitations of traditional techniques and providing a more robust defense against evolving cyber
threats. Through comprehensive experimentation and evaluation, this study seeks to demonstrate the effectiveness of the
proposed methodology in enhancing network security and contributing to the broader field of cybersecurity.

II. RELATED WORK
M. Gautam et al. introduce a hybrid sampling technique using the Synthetic Minority Oversampling Technique
(SMOTE) to balance datasets by generating additional minority class samples. The study evaluates the performance of the
Balanced Random Forest (BRF) classifier and other models, comparing them to traditional SMOTE sampling. When applied
to the CICIoT dataset, the BRF classifier achieved notable results with 91% accuracy and a 92% F1-Score, outperforming a
Deep Neural Network (DNN) classifier.

K. Sathish et al. focus on improving the sustainability and efficiency of hospital data centers by deploying machine
learning algorithms. They use Support Vector Machines (SVM), Decision Trees (DT), Artificial Neural Networks (ANN), and
Recurrent Neural Networks (RNN) to forecast server workloads and optimize resource allocation. The SVM model proved to
be the most accurate, with a performance of 96.5%. The study also explores optimizing hardware parameters such as
temperature and power consumption, ultimately developing a comprehensive framework for managing healthcare data
centers.

R. Siwal et al. investigate methods to reduce the impact of Distributed Denial of Service (DDoS) attacks. They employ
machine learning strategies, including Random Forest, ADAboost, Blockchain, Gradient Boost, and Extra Trees, to mitigate
malicious traffic. The system is tested with the NSL-KDD dataset, using various data presentations like tables and graphs to
assess its effectiveness.

E. A. Ichetovkin et al. propose a method to model poisoning attacks on machine learning components within intrusion
detection systems (IDS). By adding malicious traffic to normal data during training, the study evaluates how poisoning
impacts metrics like completeness and accuracy. The results highlight the effectiveness of IDS components in the presence of
such attacks.S. Li et al. present a novel approach for malicious code detection by integrating Convolutional Neural Networks
(CNNs) and Transformers. Their method includes a fusion module for structural reparameterization, reducing memory
access costs, and employing large kernel convolutions to enhance accuracy. Experimental results show this approach
outperforms existing techniques in both accuracy and efficiency.

S. Wang et al. introduce a lightweight vehicular intrusion detection system based on MobileNetV3. This model,
designed for mobile devices, incorporates Depthwise Separable Convolution, Bottleneck structures, and Squeeze-and-
Excitation modules to minimize computational overhead while maintaining accuracy. The model achieved 100% accuracy on
the Car-Hacking dataset and 99.98% on the CICIDS-2017 dataset, demonstrating high performance and efficiency.

D. Attique et al. propose a Federated Learning (FL)-based IDS to address security concerns in Industrial IoT (IloT) by
preserving data privacy. Their approach, which uses Explainable AI (XAI) techniques and the SHapley Additive exPlanations
(SHAP) library, enhances the interpretability of IDS decisions. The EX-DFL model, evaluated on the CICIDS2017 dataset,
achieved over 99% accuracy in anomaly detection.

K. R. Alla et al. develop a classifier using Dense Neural Networks (DenseNets) to improve classification from IoT
device data. The study includes preprocessing and feature extraction to enhance classification performance. Simulation
results show that DenseNets offer a significant improvement in classification rates compared to other deep learning
architectures.

B. Xie et al. propose a hybrid IDS framework, HDCBAN, combining deep CNNs, bidirectional LSTM networks, and the
AlexNet model. This approach captures local and temporal features and improves classification efficacy. Tested on datasets
like CSE-CIC-IDS 2017 and NSL-KDD, the model achieved up to 99.88% accuracy, surpassing existing models in detection
rates and reducing false positives.

S. Bayan et al. develop a Deep Learning-based IDS (DL-IDS) to detect position falsification attacks in a decentralized
manner. The model uses Multi-Layer Perceptron (MLP) with RSSI aggregation and Time Difference of Arrival (TDoA)
features. Trained on the VeReMi dataset, the DL-IDS model demonstrated high accuracy and Fi-scores, outperforming
existing models in accuracy and computational complexity.
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M. Kodys et al. explore privacy-preserving techniques for analytic services involving private customer data. Using
Function Secret Sharing, they demonstrate how deep Convolutional Neural Networks can be enhanced with privacy
technology, addressing accuracy and computational complexity challenges.

B. Ji et al. propose a network traffic anomaly detection model that combines attention mechanisms with ResNET -
BiLSTM-RF. The model uses a Port Attention Mechanism (PAM) to filter important features and a ResNET-BiLSTM-RF
network for classification. Experimental results on the CICIDS-2017 dataset show high accuracy in distinguishing benign
from malicious traffic.R. S and L. Selvam develop a distributed architecture utilizing deep learning techniques to address
multiple security vulnerabilities. Bi-Directional Long Short-Term Memory (Bi-LSTM) is evaluated against other methods
using BoT-IoT and NSL-KDD datasets. The proposed architecture achieved up to 99.95% accuracy, effectively identifying

various types of cyberattacks.

III. PROPOSED SYSTEM
The proposed system is designed to enhance the accuracy and efficacy of intrusion detection in wireless networks by
integrating advanced machine learning techniques with innovative optimization strategies. At its core, the system utilizes a
modified CatBoost algorithm, known for its effectiveness in handling complex data types and large datasets, which is further
optimized using the Whale Optimization Algorithm (WOA). This combination aims to address the limitations of traditional
intrusion detection methods and adapt to the evolving nature of cyber threats. Overall work is shown in Figure 1.
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Figure 1: Work Flow of Proposed System
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»  Data Collection and Preprocessing:
The system begins with the collection of network traffic data, which serves as the foundation for training and

evaluating the intrusion detection model. This data typically includes various network features such as packet sizes,
transmission times, and protocol types. To ensure the quality and relevance of the data, preprocessing steps are

applied, including:
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e Data Cleaning: Removing any incomplete or erroneous records to maintain data integrity.
e Feature Selection: Identifying and selecting relevant features that contribute to effective intrusion detection.
e Normalization: Scaling numerical features to a uniform range to enhance model performance.

»  Feature Engineering:
In this phase, the raw data is transformed into a format suitable for machine learning models. Feature
engineering involves:
e (Creating Categorical Features: Encoding categorical variables that represent different network attributes.
e Dimensionality Reduction: Using techniques such as Principal Component Analysis (PCA) to reduce the
number of features while retaining essential information.
e Feature Extraction: Deriving new features that may capture underlying patterns or anomalies in network
traffic.

» Modified CatBoost Algorithm:
The core of the system is the CatBoost algorithm, a gradient boosting framework known for its robustness and
ability to handle categorical data effectively. The modifications to CatBoost include:
e Algorithm Enhancements: Adjustments to the standard CatBoost model to improve its adaptability to network
intrusion data.
e Advanced Regularization: Implementing additional regularization techniques to prevent overfitting and
enhance generalization.

»  Whale Optimization Algorithm (WOA):

To optimize the hyperparameters of the CatBoost model, the Whale Optimization Algorithm is employed. WOA
is a nature-inspired metaheuristic that mimics the hunting behavior of humpback whales. It is known for its
efficiency in solving complex optimization problems by:

e Exploration and Exploitation: Balancing exploration of the search space with exploitation of known good
solutions.

e Hyperparameter Tuning: Adjusting parameters such as learning rate, number of iterations, and depth of trees
to optimize the performance of the CatBoost model.

» Model Training and Validation:
The modified CatBoost model, tuned using WOA, is trained on the prepared network traffic data. Training
involves:
e Model Fitting: Using the training dataset to fit the model and learn patterns associated with normal and
malicious network activity.
e Cross-Validation: Evaluating model performance using techniques like k-fold cross-validation to ensure its
robustness and reliability.

» Intrusion Detection and Evaluation:
Once trained, the model is used to detect intrusions in new, unseen network traffic data. The evaluation of the
system includes:
e Performance Metrics: Assessing the model using metrics such as accuracy, precision, recall, F1 score, and ROC-
AUC to measure its effectiveness in identifying intrusions.
e Confusion Matrix: Analyzing the confusion matrix to understand the model's performance across different
types of intrusions.

»  System Integration and Deployment:

The final step involves integrating the intrusion detection system into a real-time monitoring framework for
wireless networks. This integration ensures that the system can continuously analyze network traffic and provide
alerts for any detected intrusions. The deployment process includes:

e Real-Time Monitoring: Implementing mechanisms for live data analysis and alert generation.
e User Interface: Developing a user-friendly interface for network administrators to visualize and manage
intrusion alerts.

A. Whale Optimization Algorithm (WOA):

The Whale Optimization Algorithm (WOA) is a nature-inspired optimization technique based on the hunting behavior
of humpback whales. Introduced by Mirjalili and Lewis in 2016, WOA has gained recognition for its effectiveness in solving
complex optimization problems across various domains. The algorithm mimics the unique hunting strategy of humpback
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whales known as "bubble-net feeding," where whales create a spiral bubble net to trap their prey, allowing for a more
efficient and effective capture.

The core of the process involves defining the CatBoost model. For classification tasks, "CatBoostClassifier" is used,
whereas for regression tasks, ‘CatBoostRegressor® is employed. The model is initialized with a range of hyperparameters
such as the number of boosting iterations, learning rate, tree depth, and regularization parameters. These hyperparameters
play a crucial role in determining the model's performance and complexity. The model is then trained on the training data,
with the option to include validation data to monitor the training process and prevent overfitting.

Whale Optimizaton Algorithm (WOA) Flowchart
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Figure 2: Whale Optimization Algorithm (WOA) Flowchart

a) Encircling Prey:

In WOA, the search agents (or "whales") encircle the prey (or optimal solution) based on the current best solution
found. This mimics the way whales encircle their prey to get closer and catch it.
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b) Bubble-Net Attacking:
This involves creating a spiral pattern around the prey, representing a process of exploring the search space and
refining the solution. This step helps in enhancing the exploration capabilities of the algorithm.

¢) Spiral Updating Position:
The algorithm uses a spiral equation to update the positions of the search agents, reflecting the whale's movement
patterns while hunting. This helps in balancing exploration and exploitation during the optimization process.

d) Mathematical Model:

The position update of whales is governed by a set of mathematical equations that incorporate both exploration and
exploitation factors. This allows the algorithm to adaptively adjust its search strategy based on the current state of the
optimization process.

B. Application in Hyperparameter Tuning:

In the context of machine learning and deep learning, WOA can be used to optimize hyperparameters of models.
Hyperparameter tuning is a critical step in model development, as it can significantly impact the performance and accuracy
of the final model. By applying WOA, the process of finding the optimal set of hyperparameters becomes more efficient and
effective, leading to improved model performance.

Overall, the Whale Optimization Algorithm offers a robust and adaptable approach to solving optimization problems,
including hyperparameter tuning for machine learning models. Its ability to balance exploration and exploitation, coupled
with its simplicity and efficiency, makes it a valuable tool in various applications.

The CatBoost algorithm is a powerful gradient boosting framework designed for handling categorical features and
achieving high predictive performance. The process begins by setting up the environment, which includes importing
necessary libraries such as CatBoost, pandas, and numpy, and setting a random seed to ensure the reproducibility of results.
Next, the data is loaded and preprocessed. This involves reading the dataset into a pandas DataFrame, addressing any
missing values either by imputation or removal, and encoding categorical variables if needed. CatBoost is particularly adept
at handling categorical features internally, reducing the need for manual encoding. Following this, the dataset is divided into
features (X) and the target variable (y), and further split into training and test sets to evaluate the model's performance.

After training, the model is evaluated using the test set. Predictions are made, and performance metrics such as
accuracy, precision, recall, or RMSE are computed to assess the model's effectiveness. Feature importance can also be
visualized to understand which features are driving the model's predictions. For improved performance, hyperparameter
tuning can be performed using methods like Grid Search or Random Search to identify the optimal parameter values. The
trained model can be saved to disk for future use and loaded as needed.

CatBoost Algorithm Flow Chart
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Figure 3: Cat Boost Algorithm Flowchart



a) Initialize Environment:
e Import necessary libraries: CatBoost, pandas, numpy, etc.
e Set random seed for reproducibility

b) Load and Preprocess Data:
e Load dataset (e.g., from CSV or database)
e Handle missing values (impute or drop)
e Encode categorical variables (if not automatically handled by CatBoost)
e Split data into features (X) and target (y)
e Split dataset into training and test sets

¢) Define CatBoost Model:

i) Initialize CatBoost model with desired parameters:
e For classification: CatBoostClassifier
e For regression: CatBoostRegressor

ii) Set hyperparameters:
e ‘iterations': Number of boosting iterations
e ‘learning_rate’: Learning rate for updates
e ‘“depth’: Depth of trees
e ’l2 leaf reg': Regularization parameter
e ‘loss_function: Loss function (e.g., Logloss for classification, RMSE for regression)
e Additional parameters as needed

d) Train the Model:
e TFit the model to the training data
e Use the training set (X_train, y_train)
e Optionally include validation data for early stopping

e) Evaluate the Model:
e Predict on the test set (X_test)
e Compute evaluation metrics (e.g., accuracy, precision, recall for classification; RMSE for regression)
e Optionally plot feature importance

f) Hyperparameter Tuning (Optional):
e Define parameter grid for hyperparameter tuning
e Use a search method (e.g., Grid Search or Random Search) to find optimal parameters
e Retrain the model with the best parameters

g) Save and Load Model (Optional):
e Save the trained model for future use
e Ioad the saved model when needed

h) Make Predictions:
e Use the model to make predictions on new data
e Process and interpret the results

IV. RESULTS AND DISCUSSION

In this study, we evaluated the performance of CatBoost against several other machine learning models to
determine its efficacy in a specific classification task. The models compared include Logistic Regression, Decision Tree,
Random Forest, Support Vector Machine (SVM), and Gradient Boosting. Each model was trained and tested under similar
conditions using the same dataset, and their performance metrics were recorded. The metrics considered include Accuracy,
Precision, Recall, F1-Score, and Area Under the Receiver Operating Characteristic Curve (ROC-AUC). This thorough
assessment underscores the system's reliability and effectiveness. Additionally, the practical implementation of the system,
with its user-friendly interface and real-time capabilities, makes it a valuable tool for enhancing network security in real-
world environments. Overall, the proposed system represents a robust and adaptive solution that significantly strengthens

the defenses of wireless networks against cyber threats.
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Table 1: Performance Comparison of Various Models

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%) | ROC-AUC (%)
Logistic Regression 85.3 84.2 83.7 83.9 0.87
Decision Tree 82.1 80.8 79.5 80.1 0.83
Random Forest 88.7 87.5 86.8 87.1 0.90
Support Vector Machine (SVM) 84.5 83.0 82.3 82.7 0.85
Gradient Boosting 86.9 85.7 85.2 85.4 0.88
CatBoost 90.2 89.0 88.4 88.7 0.92

From the table, it is evident that CatBoost outperforms the other models across all evaluated metrics. The accuracy of
CatBoost stands at 90.2%), which is higher than the best performing model (Random Forest) by 1.5%. Its precision, recall,
and F1-Score are also superior, highlighting its robustness in correctly identifying positive cases and minimizing false
positives. The ROC-AUC score of 0.92 further emphasizes CatBoost's strong capability in distinguishing between classes,
providing a better overall classification performance compared to other models. Results graphically shown in Figure 2.
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Figure 4: Performance Analysis

CatBoost's superior performance can be attributed to several key features of the algorithm. Unlike traditional
gradient boosting methods, CatBoost effectively handles categorical variables without the need for extensive preprocessing.
This built-in handling of categorical features allows CatBoost to leverage rich, high-dimensional data more efficiently.
Additionally, CatBoost employs advanced techniques such as ordered boosting and symmetric trees, which enhance its
predictive accuracy and generalization capabilities.

Ordered boosting helps to reduce overfitting by using a permutation-driven approach to evaluate the loss function,
whereas symmetric trees ensure that splits are balanced and stable. These enhancements result in more robust models that
perform well across various datasets. The algorithm's capability to manage and optimize large amounts of data with
categorical features makes it particularly well-suited for complex classification problems where other models may struggle.

In contrast, models like Logistic Regression and Decision Trees, while simpler and easier to interpret, often fail to
capture complex patterns in the data. Random Forests, though powerful, can be prone to overfitting and may not always
generalize well. SVMs require careful tuning of hyperparameters and may struggle with large datasets, while Gradient
Boosting, though effective, can be computationally intensive and sensitive to parameter settings.

Overall, the results clearly demonstrate that CatBoost provides a significant improvement in classification
performance compared to other models. Its advanced handling of categorical features and robust boosting techniques make
it a valuable tool for high-accuracy and high-performance machine learning applications.
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V. CONCLUSION

The proposed system for wireless network intrusion detection marks a significant leap forward in cybersecurity. By
leveraging a modified CatBoost algorithm optimized with Whale Optimization Algorithm (WOA) for hyperparameter tuning,
the system achieves superior accuracy in identifying and mitigating cyber threats. CatBoost's adeptness at handling complex
and categorical data, combined with WOA's efficient optimization capabilities, enhances the system's ability to discern
between legitimate and malicious network activities. This approach ensures that the system is not only precise but also
adaptable to evolving network conditions and emerging threats. Incorporating real-time monitoring and alerts, the system
allows network administrators to respond swiftly to potential intrusions, thereby minimizing the risk of damage and data
breaches. The model's performance has been rigorously validated using comprehensive metrics and evaluation techniques,
such as accuracy, precision, recall, F1 score, confusion matrix, and ROC curves.
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