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Abstract: This paper addresses the challenge of reliable and cost-efficient event processing at scale, a critical
requirement for growing companies. Traditional stateless processing approaches often introduce latency and
compromise reliability. We propose a solution based on stateful processing and in-memory caching to overcome these
limitations. Our approach leverages stateful processing to ensure reliable event handling and reduce latency.
Furthermore, by utilizing in-memory caching, we minimize the cost associated with processing large volumes of
events. The paper provides a detailed analysis of our proposed solution, demonstrating its effectiveness in achieving
both reliability and cost efficiency for large-scale event processing.

Keywords: Security Camera Systems, Event Processing, Auto-Sharding, In-Memory Caching, Real-time Processing,
Performance Optimization Cost Efficiency Internet of Things (IoT), Stateful Processing, Optimistic Locking Race
Conditions, Latency Reduction.

I. INTRODUCTION

The proliferation of security cameras in modern households has driven a demand for intelligent event detection and
processing. These systems typically operate by capturing events, performing preliminary on-device processing, and
transmitting relevant data to cloud-based infrastructure. Advanced Al and ML algorithms play a crucial role in accurately
identifying and categorizing these events, distinguishing between various sounds (e.g., smoke alarms) and visual occurrences
(e.g.., human presence, animal movement, familiar faces). This intricate process involves multiple steps, including
sophisticated model training on extensive datasets [1], followed by over-the-air deployment to individual cameras [2].
However, the reliance on cloud processing for accurate event identification necessitates the transmission of bursts of sub-
events, introducing potential challenges that this paper aims to explore. We will delve into the implications of this
architecture, examining its impact on efficiency, latency, and overall system performance.

II. ARCHITECTURE

A. System Architecture of a Typical Home Security Camera

To fully understand the challenges addressed in this paper, a comprehensive overview of a typical home security
camera's architecture is necessary. While security cameras involve a complex interplay of components, this analysis will
primarily focus on the sound and visual sensors and their associated processes, touching upon video processing as needed.
The core function of a home security camera is to provide timely and accurate alerts about events occurring withi
n its field of view (FoV). This process involves multiple steps:
a) Event Detection and Initial Upload:

Upon detecting visual activity, the camera initiates a connection with the camera initiates a device frontend
and transmits a high-level "motion event." Simultaneously, video recording begins to capture the activity.

b) On-Device Event Classification:
To refine the accuracy of the initial motion event, the camera utilizes on-device machine learning models [3]. These
models analyze the video frames to categorize the motion as animal, human, or inconsequential (e.g., windblown trees).

¢) Further refinement and metadata generation:

If a human is detected, the system employs an on-device human library to compare the detected individual with
known faces, further classifying the event as “familiar face" or "unfamiliar face." Throughout this process, the camera also
generates metadata events, including timestamps, session identifiers, and track information with pre-roll and post-roll video
segments. This metadata ensures chronological organization and contextual awareness for the end-user.
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d) Cloud Processing and Event Consolidation:

The cloud or device frontend receives this burst of events and metadata within milliseconds. An event channel routes
these events to various camera services based on their type. Critically, the events undergo sequential processing and
consolidation based on their session ID. This chronological organization is crucial for accurate user notifications, historical
data presentation in the user app, and efficient data retention based on user subscription plans.

e) User Notification and Feed Generation:
After consolidation and storage in a database [4], relevant events are forwarded to the notification service. This
service considers user notification preferences, delivering alerts through the app, or adding events to the user's activity feed.

This complex, multi-step process, while designed for accuracy and comprehensive event capture, inherently involves
transmitting a large volume of data to the cloud within a short timeframe. This characteristic introduces challenges that will
be explored in subsequent sections.
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Figure 1: System Architecture

III. PERFORMANCE BOTTLENECKS IN STATELESS EVENT PROCESSING FOR SECURITY CAMERAS
The previously described architecture, while comprehensive in its approach to event capture and organization, suffers
from a critical performance bottleneck rooted in its stateless design. This section delves into the specific challenges arising
from this statelessness, elucidating their impact on system efficiency and user experience.

At the heart of the issue lies the storage of consolidated session payloads within a time-series database [5]. Each
incoming event necessitates retrieving the entire session payload, merging the new event data, and subsequently rewriting
the updated payload back to the database. Consider a scenario where a security camera captures a person walking across its
field of view. This seemingly simple event can trigger a cascade of sub-events: initial motion detection, human classification,
facial recognition attempts, and associated metadata (timestamps, session IDs, etc.). Each of these sub-events, generated
within milliseconds, requires a separate read-modify-write cycle for the corresponding session payload in the database.

The stateless nature of cloud processing makes this frequent updating of the same session object worse. Multiple tasks
seek to access and modify the same session data at the same time because incoming events are assigned to random
processing tasks. This concurrency frequently leads to optimistic lock failures and produces race circumstances [6]. Consider
three concurrent jobs handling sub-events for the same session as an example. Every task tries to write the revised payload
back to the database after retrieving the session payload and adding the relevant event data. But only one job can write the
data and successfully obtain the lock. Optimistic lock failures force the remaining jobs to retry the entire process, which
increases database load and contention.

This inherent limitation of the stateless approach translates into three major drawbacks:
A. Increased Latency:

Because successful data persistence is required before notification transmission, user notifications are delayed. This
latency is increased by optimistic lock failures and retries, which may impede timely user action and real-time event
awareness. For example, there may be serious security repercussions if a notification about a possible intruder is
delayed.
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B. Increased load on camera services:

The processing load on camera services is greatly increased by the retry method. Optimistic lock failures can increase
this to 3X or more, assuming an initial event QPS of X. Additionally, failed events are deleted and nacked after a
predetermined number of retries (for example, five), necessitating retransmission via the event channel and adding to the
processing cost. This effectively means that camera services are unable to handle fresh incoming events since they must
spend a significant amount of their resources managing retries and reprocessed events.

C. Increased Load on the Database:

Each event ideally requires two database interactions: one read and one write. However, the combination of
optimistic lock failures and increased QPS on camera services can dramatically amplify the database load. In extreme cases,
the database can experience a QPS load up to 7X the initial event QPS. This overload strains database resources, potentially
leading to performance degradation and impacting the overall system stability. These challenges underscore the limitations
of a stateless architecture in managing the high-volume, rapid-fire event streams characteristic of modern security camera
systems. The following sections explore potential solutions to overcome these limitations and enhance system performance
and efficiency.

IV. MITIGATING PERFORMANCE BOTTLENECKS WITH AUTO-SHARDING AND IN-MEMORY CACHING

To mitigate the performance limitations highlighted in the stateless architecture, we propose a mitigation strategy
leveraging auto-sharding and in-memory caching. This approach aims to minimize database contention, reduce latency, and
improve overall system efficiency.

A. Auto-Sharding for Deterministic Event Routing:

Deterministic routing of events from a particular device and session to the same processing task is made possible by
auto-sharding [7]. We remove the unpredictability present in the stateless method by using both global and local (within
area) sharding to guarantee that all events related to a particular session are consistently directed to the same job. This
successfully avoids optimistic lock failures and race situations that occur when several jobs compete for the same session
data.

B. In-memory Caching for Efficient Data Access

We can further optimize by adding a thread-safe in-memory cache within each task, even while auto-sharding takes
care of inter-task contention [8]. In order to perform subsequent events within the same session without requiring a
database read, this cache caches recently accessible session data. Database interface and related latency are greatly decreased
as a result.

C. Optimized Workflow:
The revised workflow incorporating these optimizations is as follows:

Event Reception and Routing : The camera transmits events to the camera service via the event channel. Th
e event channel, equipped with a sharding-aware client, routes the event to the designated camera service task based on the
device and session ID.

a) Initial Cache Miss and Database Interaction:

When the first event of a session arrives at the task, an in-memory cache miss occurs. This triggers a database query
to retrieve the session data (if available). The retrieved data is then merged with the incoming event data, and the
consolidated payload is stored back in the database. Upon successful database write, the consolidated data, along with the
database commit timestamp, is stored in the in-memory cache.

b) Subsequent Cache Hits And Reduced Latency:

Database reads are avoided when subsequent events for the same session result in cache hits.
Only the revised payload is written to the database when the new event data and the cached session data are com
bined. By reducing network communication and removing retries brought on by optimistic lock failures, this method
dramatically lowers latency.

¢) Periodic Database Updates:
To further optimize performance, we can implement periodic database updates instead of writing to the database for
every event. This strategy reduces the frequency of database writes, further lowering latency and minimizing database load.

d) Benefits:
This mitigation strategy offers several key benefits.
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e) Reduced Latency:
By eliminating database reads for subsequent events within a session and minimizing database writes through
periodic updates, we significantly reduce latency, enabling near-real-time event processing and user notification.

f) Reduced database load:

In-memory caching dramatically reduces the number of database reads and writes. For instance, if a session generates
10 events, we reduce the database reads from 10 to 1 and potentially reduce writes to just 1. This significantly lowers the
database load, improving overall system performance and scalability.
g) Cost Efficiency:

Reduced database interactions translate to lower operational costs associated with database usage. By combining
auto-sharding and in-memory caching, we address the performance bottlenecks inherent in the stateless architecture,
enabling efficient and scalable event processing for modern security camera systems.

V. APPLICATIONS BEYOND SECURITY CAMERAS
The suggested architecture provides a reliable way to handle large event streams and guarantee real-time data
availability by combining auto-sharding and in-memory caching. Although it was first created for security camera systems,
its fundamental ideas apply to many different applications that share the same requirements: a large volume of data, the
need to consolidate data, and the necessity for instant access to data following write operations.

A. Healthcare:

Current healthcare systems produce enormous volumes of patient data, such as test results, medication records, and
real-time physiological measurements from monitoring equipment [9]. For prompt diagnosis and treatment, this data must
be processed and consolidated effectively. A comprehensive picture of the patient's status can be made possible by auto-
sharding, which can guarantee that all data pertaining to a particular patient is consistently routed to the same processing
task. Rapid reaction in emergency situations can be facilitated by in-memory caching, which can give instant access to vital
signs or recent test results, among other important real-time data.

B. Education:

Educational platforms increasingly rely on data-driven insights to give a personal touch of learning experiences and
track student progress [10]. Consider a platform where students engage in interactive exercises, generating a continuous
stream of data on their performance and learning patterns. Auto-sharding can ensure that all data for a specific student is
processed by the same task, enabling efficient analysis of individual learning trajectories. In-memory caching can facilitate
real-time feedback and personalized recommendations by providing immediate access to recent student activity and
performance data.

C. Real-time Traffic Management:

As was previously said, smart cities use cameras and vast sensor networks to track traffic patterns and improve traffic
control tactics. By directing traffic data from a particular geographic location to the same processing task, auto-sharding can
guarantee data localization. By storing frequently used data, such the current traffic conditions on certain routes, in-memory
caching can further improve performance by lowering latency and boosting traffic management systems' responsiveness

[11].

D. Sports Analytics:

By offering important insights into player performance, game plans, and audience engagement, real-time data
analysis is revolutionizing the sports industry [12]. Real-time performance tracking and tactical analysis are made possible
by auto-sharding, which can guarantee effective data processing for teams or individual players. Coaches and analysts can
make quick decisions by having instant access to vital game statistics thanks to in-memory caching. These illustrations show
how adaptable the suggested approach is. We can maximize speed in a variety of data-intensive applications by modifying
the fundamental ideas of auto-sharding and in-memory caching. Future studies should look more closely at these
applications, examining particular implementation details and adjusting the approach to fit the particulars of each area. This
study could lead to novel solutions that improve productivity, lower latency, and advance a number of industries.

VI. CONCLUSION
This paper looks at the problems that come up with stateless event processing in current security camera systems.
First, we talked about how these kinds of systems are usually put together, focusing on how complicated it is to find events,
sort them into groups, and combine them. The study then looked at the performance problems that come with the stateless
method, mainly database contention, optimistic lock failures, and longer wait times. We came up with a way to deal with
these problems by mixing auto-sharding and in-memory caching. This method guarantees predictable event routing, cuts
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down on database contacts, and makes data available almost in real time. This approach makes the system much more
efficient and scalable by lowering latency and database load. Furthermore, we looked into how this system could be used in
more areas than just security cameras, applying its ideas to areas like healthcare, education, real-time traffic management,
and sports analytics. This research shows how flexible the suggested approach is and how it could improve performance in
many different types of data-heavy applications. More study should be done on these applications in the future, making sure
that the implementation fits the specifics of each domain. This study can help come up with new ways to improve efficiency,
cut down on latency, and ultimately move things forward in many areas. We make it possible for more responsive, scalable,
and cost-effective systems that can use the power of real-time data in a world that is becoming more and more linked by
solving the problems of processing a lot of events at once.
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