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ABSTARCT:

In this paper, a holisticsolution for Smart Home Se curity isim plemented which helpsin improving privacy and se-
curity using two independent and em erging technologies of facial authentication and speechrecognition. Withthe help of the
proposed application, the userwillbe able to monitor his home through his mobile phone/tablet/PC. This method involves
facial recognition by taking a real-time feed of the person at the door and then analysis of the live feed is carried out where
the face recognised is authenticated with the data of owners in the database which matches the face to a name. Speech
recognition hasbeen used to doubly check the output of facial authentication. The entire process is carried out with the help
of neural n etworks. If there’s an unauthorized person at the door, an alert will be triggered and the owner will get a
notification of this unauthorized access and would get to choose whether they wantto add the person to their database or
not. The overall accuracy of the proposed model is 82.71% with an accuracy of 87.5 % for Facial Authentication and 84.62 % for
Speaker Authentication. Alongwith this, the main novelty for the research is toidentify faces through masks which will help
to properly verify the identity of the person and would prove to bebeneficialn ot onlyin the current COVID-19 scenariobut
alsoin cases of thefts and burglaries by alerting the owner about the anomaly. Thus this smart security system can be
extended to applications like banks, malls, offices, etc., and shall not be limited to only homes.

1. Introduction

Crimes such as burglary and theft are serious concerns for any house-
hold. To befree from constant worryingespecially at night, people can
install Smart Home Security sy stems which will be accessibleto them
through a single device. Usually, people have a camera built-in on all
entrances of their homesfor security and areable to see the person
v isiting their home. Som e advanced Home Security systems allow face
recognition aswell. Facial recognition canbe carried out by a process
similarto a method which involves a combination of geometrical fea -
ture points and low-level visual features (Klobaset al., 2019). But this
can be surpassed by criminals by showing the image of the owner or a
member of the household.

Theinvention involves a Home Security method that will not only
authenticate using face authentication but alsousing speech recog-
nition. Thiswill authenticate every person visiting the house twice
througha live feed and will compare the input with the nam es stored
in the owner'sdatabase. Speech recognition is being included so thatno
one will be able to just show a picture of one of the identified members
and enter, instead they will also need to speak a particular passphra se
w hich will run through the speech recognition sy stem to authenticate

theperson twice (Arif et al., 2020). The existing members will easily be
authenticated and allowed to enterthe house by giving notification to
theowner's device. When thereisan unidentified person atany of the
entrances, an alert will be sent to the owner along with their picture. If
theuser wantstoadd the person to their database, they can simply add
them with a click of a button, or just allow them toenter once without
adding them to the databasethereby not giving them lifelong permission
toenter.

Since the dawn of the COVID-19 pandemic, whenever people m eet
up, they must wear a mask. The mask hasmade it difficult for facial
recognition systems to recognise the person behind the mask. The re-
search incorporates the study of how the facial recognition system can
recognisethe person even if they arewearing a mask. The study includes
v arious methods possible for facial recognition through minimum fea -
ture extraction and specially focusing on recognising through the ey e-
region of the face. This research will not only help during COVID-19,
butwill also helpifthereis a burglar or thief wearing a mask. The
recognition system canbe runby authorities toidentify a criminal.

Theresearch includes finding an accurate model for speaker recog -
nition, anaccurate artificial neural network for face recognition, and
combining the two toform an efficient home security system. Thewhole

National Conference on “Emerging Trends in Engineering and Technology” ETET 24



sy stem will be able towork through a single application by using th e
Internet of Things. It will consist of a network connected to the applica-
tion on apersonal device assistant such as a mobile or tablet, cameras
and voice capturing devices.

Ev en though there are many waysto implement face authentication,
artificial neural networkischosen because it hasthe ability tolearn and
m odel non-linear and complex relationships which are needed when it
comes to pictorial inputs. Artificial neural network convertsthe input
imageintoavector and is thenm athematically designated by anotation.
Not only that, butthe artificial neural network also gives high accuracy
whichisvery importantwhenit comes to authentication for security. It
can prove tobevery useful for multimodal facial biometrics recognition
(Jose and Malekian, 2017).

Security and privacy are important for every single individual. Hav-
ing a local database of identified people helpswith both security and
privacy. The data in the security sy stem will travel on thelocal network
itself keeping the users* data and them safe.

A Smart Home Security sy stem will not only make the house-
m atesfeel saferat their ownhome but alsomake them technologically
stronger. This idea can be extended as a security system for banks, malls,
and other placesrequiring security.

2. Literature survey

Smart hom e devices account for alarge portion of the consumer IoT
m arket, but they pose security risks. Nothingisunderstood abouth ow
homeowners" views of security risk affecttheir decisions to use smart
home technology. (Senget al., 2021) evaluated anewmaodel of how per-
ceived security risk influences intention to use smart devices. Anoth er
m ethod is presented by (Mokhayeri and Granger, 2019). In presentin g
their findings, they have described a smarthome safe frameworkbased
on a refined version of the blockchain called Consortiumblockchain.
(Yinand Liu, 2017) carried out the classification of natural access points
in thehome as primary and secondary access pointsaccordingto their
use. Logic-based sensing is made by pointing to the normal user perfor-
m ance of these access points and requesting user verification wherever
necessary. The gaps, which canbe seen here, would be to improve the
user behaviour prediction which can be done by analysing differentuser
actions at home tomake smart home security better.

Facial recognition technology is being used in both the private and
public sectorsfor avariety ofuses, ranging from physical security to cus-
tomised shoppingexperiences. However, it isunclear how consum ers
interpret thisnew technology in terms of utility, danger,and comfort.
(Yang etal.,2017)address these questions. Deep Siamese networks have
recently been used for pair-wise face matchingtoincreaserobustness
tointra-classvariations. Although these networks can increase state-of-
the-artaccuracy, the lack of prior information from the target domain
n ecessitates the collection of a large number ofimages toaccount for all
potential capture conditions, which is impractical in many real-world
surveillance applications (Kim and Ro, 2018). Previous research pre-
sented by (Banerjee and Yu, 2020) proposed a multi-task convolutional
neural network (CNN) for face recognition, with identity classification
as the primary task and pose, illumination, and expression (PIE) estima-
tionsas side tasks. A dynamic-weighting scheme was also dev ised for
automatically assigning loss weights to each sidemission, solving MTL" s
critical task balancing issue. A weighted mixture deep neural netw ork
(WMDNN) is proposed to automatically extract features that work with
FER functions. Many pre-processing methods, such as face detection,
rotation adjustment, and data addition, are used to limit FER regions
(Castiglione et al., 2020). (Zhou et al.,2021) proposed a com prehen -
sive network framework for capturing identity information from facial
strengths and their relationships. In another proposed method, facial
ex pressionsfrom the smile were analysed and used for facial verifica -
tion. The 3D authentication feature presented by (Ntalianis and Tsap-
atsoulis, 2015) is asim portant to the user as security and provides an
easy way toauthenticate the right user. (Tarannum et al., 202 0) pro-

posed a method that usesa powerful appearance and time-dependent
local featuresthatexpress a person's face duringa speech in relation to
its temporary and temporary elements. (Natheem et al., 2013) proposed
a user-friendly authentication sy stem for the EchoPrint novel, which

in corporatesthe acoustics and conceptof secure and easy -to-use au-
thentication, without requiring any special hardware. Remote auth en -
tication includes the transmission of encrypted information, aswell as
v isual and audio signals (photos/videos, personal voice, etc.). (He and
Dong, 2020) suggested a strong authentication method based on the
sem antic phase, chaotic encryption, and data encryption. A new multi-
user-based framework had been developed and used for large ty pes of
image data (Rahmani et al., 2018). In this framework, various biom etric
features such as IRIS, facial and finger featuresareusedtodetermine
theuser's unique datavalidity and security process. (Dey et al., 2017 )

designedamodel touse Fourier Optics and Neural Networkswhich uses
an advanced optical Fourier plane correlator (real-time) for face recog -
nition and feature extraction.

In recentyears, real-time speech recognition technology has been
commonly used in the fields of intelligent voice t oys, industrial control,
andintelligentrehabilitation as a primary cross-technology in the field
of artificial intelligence. Since real-time speech recognition based on
em bedded technology has obvious advantages in termsof device scale,
pow er consumption, and R&D costs, it has become a hot carrier for
achieving efficient speech recognition technology. (Zeinaliet al., 2017 )
build a basic framework of machine learning based on Markov random
field theory combined with machine learningtheory, and research the
algorithm of real-time speech vocabulary matching recognition based
on thisframeworkin order to realise a simple and functional real-tim e
speechrecognition system based on embedded sy stems. Another com -
m on method is using artificial neural networks. Some carefully built
deep autoencodersare proposed by (Liu et al., 2018) to generate ef-
fective bimodal features from audioand visual stream inputs. Speaker
recognition canbe divided into text-dependent speaker verification and
text-independent speaker verification. (Stafylakiset al.,2016) show that
deep neural networks based sy stemshave significantly outperform ed
GMM for text-dependentspeaker verification. (Zeinali et al., 2017) and
(Chai et al., 2020) have recently demonstrated that similarideas can be
applied to the text-dependent speaker verification mission, inspired by
th e success of DeepNeural Networks (DNN) in text-independent speaker
recognition. They discussed new developments in their state-of-the-art
i-vector-based approach to text-dependent speaker verification, which
also employs various DNN techniques. (Meng et al., 2018) proposed
a novel model to improve the recognition accuracy of the short ut-
terance speaker recognition sy stem in this paper.On theother hand,
(Asaeietal., 2017) investigate the use of joint factor analysis (JFA) for
text-dependent speaker recognition withrandom digit strings. Aunique
m ethod of using facial expressions with voiceis used by (Din et al.,
2 020). A new data rating is designed by (Royer et al., 2018 ) to detect
deviations from optimal speech quality. In (Chenand Sang,2018),a new
cross-entropy-guided measure is proposed to indirectly evaluate the de-
tails of automatic speech recognition for discounted speech with speech
enhancements before and withoutperforming ASR tests directly.

(Ma et al.,2019) removed masked objects from facial images. This
problem ischallengingbecause a facial mask often covers a large area
of thefacethat extends beyond the lowerborder of the chin, and ma sk
and without mask facial pairs do not exist for training. Findings of
(Lyamin and Cherepovskaya, 2 016) atthe community lev el corrobo-
rated previous findings showing the significance of the eye area for face
recognition. They also showed that, from the observer's perspective,
face processing capacity is linked to a systematic increase in the use
of theeyeregion, especially the left eye. (Chamikaraet al., 202 0) pro-
posed aface-mask recognition approach based on the Gaussian Mixture
Model for fraud prevention. In com parison to other conventional face
recognition approaches, their methodology hasbeendesigned to im -
provetheability toidentify abnormal faces such assunglasses, masks,
andrespirators, aswell as reduce the risk of theserare facesin the se-
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curity sector. (Nautsch et al., 2019) proposed eye movements and au -
thorization based on iris recognition (Em Ir-Auth),a proven authentica-
tion system for biometrics-based novel operators. The idea proposed by
(Vasanthiand Seetharaman, 2020) related to the biom etric diagnostic
m ethod and the problem of providing accurate diagnostic results using
an eye-frequency eye tracker. (Mahmood, 2019) proposed a privacy -
preserving technique for "controlled information release" in which they
m askan original face image and prevent biometricfeature leakagewhile
identifying an individual.

3. Problem statement

Theresearch done on Smart Home security using facial authentica-
tion and speaker recognition using artificial neural networks islimited
in comparison to the research done on each ofthem individually. This
restraint can be seen because of the challenges faced by the researchers
w hile performing such tasksindependently. When it comes to Face Au-
th entication, researchers prefer touse Support-Vector Machines (SVM)
or Convolutional Neural Networks (CNN). A gapthat canbe seenhereis
thatwhen the number of featuresisgreater thanthenumber of samples,
SV M doesnot perform well. Even though a standard CNN is considered
tobe better than SVMwhen it com estoimage inputs since CNN de-
tects important features autom atically without any human supervision,
it may falter when the datasetis too small. The problem that may oc-
cur whenit comes to Smart Home Security is that the dataset wouldbe
too small as there would be a limited number of images for each indi-
vidual and the CNN must be able to detectthe required features from
th e dataset available. To tackle this problem, Siamese neural networks
help as they can workwith a limited dataset using the one-shot learn-
ing approach.One important gap that canbe seen whileidentifyingan
in dividual using face authentication is that if the individual iswearing
a mask, the system isunable to identify them as most of their facial
features are hidden. This createsa problem for individuals trying to en-
ter a home where face authentication is required, especially during the
COVID-19 pandemic, as the sy stem will not accept them. Totackle this
problem,the system can focus on the eyeregion andrun the biom etrics-
basedon the individual® sirisusingmodifiedneuralnetwork models. On
theother hand, when it com es to speaker recognition, most systemsuse
text-independent methods using Gaussian Mixture Model or i-vectors.
Ev en though these methods are effective, these canbe surpassed by an
unidentified individual ifthey have a voice recording of an identified
in dividual. This can be solved by usinga specified passphrase which

m ust be spoken by the individual for recognition. This will help in dual
authentication asthe system will first use speech recognition toverify
th e phrase and then use voice authentication to identify the individual.
Th e main target of the proposed idea would be to fill the above gaps

to provide better home security by contributing the below works. The
following aims are tobe kept inmind for buildinga smart Solution using
facial authentication and speaker recognition through artificial neural

networks for Home Security.

- Topropose an effective facial authentication sy stem using Siamese
neural networks.

- Tointend GMM (Gaussian Mixture Model)to train on extracted Mel
Frequency Cepstral Coefficients (MFCCs) features from an audio wav
file for speech authentication and speaker recognition.

- To perform masked facial recognition through minimum feature ex-
traction by focussing more on the eye region of the face.

Theaboveeffortswould be takentoachievea high classification
and accuracy for facial authentication, masked facial recognition and
speakerrecognition to provide a better home security solution.

4. Research framework
4.1. Overall architecture

As shown inthe proposedmodel in Figure 1,animage of the individ-
ualwill be captured at the entrance using a camera placed atthe door.
The captured image will be sent to the face recognition and authentica-
tion system. The system will first detect whether the person is wearing
a mask or not. Once thatis detected, the imageis sentto, Face Recog -
nition and Authentication System" if the person isnot wearing amask
or to,Masked-Face Recognition and Authentication System” ifthe per-
son is wearing a mask. If the face recognition system doesnot recognise
theindividual, then the system doesn't move on tothe speaker recogni-
tion system, instead, it breaks out of the sy stem and immediately sends
a notification to the owneralong with the individual“ simage. On the
otherhand, if the sy stem recognises the individual, then the individ-
ualis asked tospeak the passphrase which is taken asan input for the
speakerrecognition system. Once the user speaks the passphrase, the
speaker recognition system works on text-dependentvoice authentica -
tion. The System will use a speech recognition model to identify the
speakerand it comparesthe spoken phrase with the security sy stem
passphrase. If the speakerisn 't identified or ifthe phrase spoken does
not match the passphrase, then the sy stem breaks and sendsan alert
totheowneralong with theindividual® simage. On the other hand, if
theindividual is identified asan existing speaker and says the correct
passphrase, the individual' s name is compared with thename recognised
using the facial authentication sy stem. If both the systems haveidenti-
fied the same person,thentheindividual is allowed toenter into the
house by sending a notification tothe owner. Else, ifboth the system s
identify the individual as two different persons, then alsoan alertissent
tothe owner along with the individual® simage.

4.2. Proposed methodology

Theentire project canbedividedinto three com ponents — Face
Recognition and Authentication System, Masked-Face Recognition and
Authentication System, and Speaker Recognition and Authentication
Sy stem.

4.2.1. Face recognitionand authentication system

Th e system first captures the image of the individual atthe entrance.
If theperson isnot wearinga mask,then the captured imageis sent to
the,Face Recognition and Authentication’ sy stem which uses Siamese
neural network and one-shot learning using FaceNet model. It can be
seen that the dataset for ahousehold will have limited images or maybe
even only one image per person. Siamese neural networkw orks m ost
efficiently insuch a case asit distinguishes two different classesby mea-
suringtheirsimilarity instead of detecting charactersof a class. It can
tellwhethera pair of pictures belongtotwo separate classes or to the
sam e class by studying pairs of pictures. Thisauthentication system is
im plemented by feeding a pair of images: the capturedimage and an
image from the dataset, to the same Siamese neural network. Their fea-
tures are given as the two outputs. Then the distance of the two outputs
is calculated which means comparing the features. The calculated dis-
tanceindicatesthe similarity between the two images. The similarity
scoresof the same class pairs are low, while the similarity scores of dif-
ferent classpairsare high. In addition to the Siamese neural netw ork,
FaceNet model is used for faster computation. It com putes two pairs si-
m ultaneously by calculating the distance between the captured im age
withoneimagein the dataset and the captured image with anotherim-
agein the dataset. The two distances calculated show which im age is
similarto the captured image. Keepingthis distance as a base, the sy s-
tem comparesall captured images with other imagesin the datasets.
When the similarity score is lower for another pair, it is taken as the
base for further computation. If the system provides a recognised name
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Fig. 1. Overall systemarchitecture.

Image
Dataset

Fig. 2. Face recognition and authentication system architecture.
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Fig. 4. Masked-face recognition and authentication sy stem architecture.

for theindividual, itmoves on to the speaker authentication. If not, then
an alert issent to the owner.

4.2.2. Masked face recognition and authentication system

In the captured real-time image, ifthe person iswearing a mask, tra-
ditional facial authentication systems would not work and would give
less accuracy. In these cases, frontal face images are extracted ata high
quality so that the task ofidentifying the concealed faceis nolonger so
difficult. Although themask covers most parts of the face, features on the
upper part, such as the eye and eyebrows, can still be used to improv e
theavailability of a facerecognition system. The basic premise would be

, sigmoid

Fully Connected, sigmoid

Fully Connected, sigmoid

Siamese neural network architecture.
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Batch of features

Database
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Fig. 5. Speaker recognition and authentication sy stem ar chitecture.

toremove the distortion of themaskandgive priority tothe exposed face
features which are useful. The proposed masked facial authentication

approach will be on 2 main aspects. Oneis abuilt-in database in which
both masked and unmasked faceshave been included, and the other is
theappropriate use of uncovered facial features which are useful. Var -
ious attention weights have been applied totheimportant aspects of
thevisible facial featuressuch asnose, right eye, left eye, righteyebrow
and left eyebrow, etc., which effectively address the problem of unequal
distribution of discriminatory facial information. If the identified face is
registered in the database, then it moves on to the speaker authentica -
tion. Else, ifthe identified face is not registered in the database, an alert
would be sent tothe owner.
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Fig. 6. Facial authentication of unmasked faces.

4.2.3. Speaker recognition and authentication system

On ce the faceis authenticated, the system movestospeaker authen-
tication. For adding a new user, they must record 3 audio clips of 2
secondseach.The audios are converted to.wavfiles. Their features are
extracted using Mel Frequency Cepstral Coefficients (MFCC). A Gaus-
sian Mixture Model (GMM) is created based on the features from all
three audiosand stored in the database. For authentication, the user
speaks for 2 seconds. The audio is converted toa test.wavfile. Its fea -
tures are extractedusing MFCC. The extracted features are put in all the
GMM m odels in the databaseand theirscoresare calculated. Themodel
withthe maximumscore is chosen as the identified speaker. If the user
is identified, it will be compared with the identity of the user recognised
in facial authentication. If the two identities match, the individual will
be allowed to enterthe house. If they do not match then an alert will be
sent to the owner. If the user does not exist in the database, the sy stem
will output unknown and an alert will be sent to the owner. They will
have an option toadd the individual tothe database.

5. Results and discussions
5.1. Face recognition and authentication

Dataset: The training dataset for the facial authentication model con-
sists of 50images each of 8 people. The testing dataset includes both
masked and unmasked 8 images of 3 people.

Input: Input hasbeen taken from the live camerafeed wherein a
m asked/unmasked person stands close to the camera. The facial features
areextracted from thelive inputand fed into the FaceNet model. In the
case of masked facial recognition, the features from the upper region of
thefacelike eyes and eyebrows are extracted and taken asinputfor the
FaceNet model for authentication.

Output: If the user is registered, the model gives the output as his
corresponding name. If the user is not registered in the database, the
model gives an output of “Not Found”.

Figure 8 showsthe confusion matrix ofthe facial recognition and
authentication model. It shows thatfor User o and User 2 the m odel
givesa true positivevalue (i.e. predicted theactual user itself). However,
for User1,the model gave 1 true positive and 1 false negative value (i.e.
predicted another user instead of the actual user).

Figure 9 showsthe classification report for the proposedmodel. The
individual precision, recall and f1-score for each userare shownalong
with the overall values. For testing- 4 images of user ,Devina), 2 images
of user,,Emilia Clarke and2 images of user ,Gauri w ereused. Accord-
in g to the weighted average, the total precision for the proposed model
is 0.92,recallis0.88 and fi-scoreis 0.87. Thefacial recognition and
authentication model reported an accuracy of 87.5%.

Table I shows the comparison between state-of-the-art methodsand
theproposed model based on one short learning. It can be seen that
usually classification requires a large number of images of each class for
training. Also, if users need totest the model on another class apart from
theclasses given in training, they cannot expect an accurate result. If a
new classhastobeadded tothetrainingdataset, a lot of imagesof the
class arerequired and the model has to be re-trained again. This poses
a problem when the number of classes isdynamically changing which
in turnincreasesthe computation and training costs. However, one-shot
classification in the proposedmodel only requires one training example
for each class. This networkdoesn't learntoclassify animage to any
class, instead, it uses a similarity function to check how similar the two
inputimagesare.

5.2. Speaker recognition and authentication system

Dataset: Since the database for Smart Home Security will have alim-
ited dataset, the prototype containsthe voice recordingsof 9 speakers.
Each speakerrecords 3 voice recordings of 2 seconds each for training.
While for testing, the speaker speaks for 2 seconds and then the predic-
tionisdone by comparing it with the existing GMM m odels.



Table 1

ISSN : 2583-2646
Special Issue
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Comparison with existing models for facial authentication.
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Model

Methodology

DeeplID2 (Sun et al.,
2014)

DeepFace
(Taigman et al., 2014)

FaceNet (Schroff et al.,
2015)

Sparse
Representation-based
Classification

(Wright etal., 2008)
Proposed mode |

Using deep learning and both face identification and verification signals have been used for
supervision. The face identification process extracts DeepID2 features from different
identities by using inter-personal variations, and the face verification task takes the DeepID2
features extracted from the same identity and reduces intra-personal variations. Used
Joint-Bayes method.

Utilized 3D face modelling to apply a piecewise affine transformation using a nine-layer deep
neural network which involves using about 120 million parameters. This method involves
using locally connected layers without weight sharing, instead of the standard convolutional
layers.

Uses a deep convolutional network trained to directly learn a mapping from face images to a
small Euclidean space where distances correspond to a measure of face similarity by using
only 128 bytes per face.

Using sparse representation computed by l-minimization, a general classification algorithm
for object recognition has been devised which handles two issues in face recognition: feature
extraction and robustness to occlusion.

Fed a pair of images - the captured image and an image from the dataset, to the same
Siamese neural network Along with this, the FaceNet model computes two pairs
simultaneously by calculating the distance between the captured image with one
image in the dataset and the captured image with another image in the dataset.

Accuracy +
Training Dataset Std(%)
202599 images of 10177 95.43
subjects, private on LFW
dataset
4.4M images of 4030 95.92 + 0.29
subjects, private on LFW
dataset
260M images of 8M 99.63 + 0.09
subjects, private on LFW
dataset
48video sequences and 52.440.32
64204 face images on (pAUC)
Chokepoint database 47.5+0.031
(AUPR)
Custom, private 87.5

dataset (50 images of 8
users for training, 8
images for testing)

Input: Speaker speaks for 2 seconds which isrecorded and converted
into a test.wav file.

Ou tput: This.wav file is compared with the existing Gaussian Mix -
ture Models and the one with the maximum score is chosen as the iden-
tity which is given asthe output.

Figure 10 shows the Confusion matrix for predicting the speaker. It
isan 8 x 8 matrix. The confusion matrix compares the actual target
v alues with those predicted by the proposed model. It canbe seenthat
for Speakers 0,1,2,3,4,5, and 6, the model wasabletopredictthe true
positive values (i.e. predicted the actual speaker itself). Howev er, for

Speaker 7, themodel gave only 1 true positive and 2 false negative
v alues (i.e. predicted another speaker instead of the actual speaker).

Figure 11shows the classification report for the proposed m odel.
Theindividual precision, recall and f1 -score for each actual speaker are
sh own along with the overall values. For calculating the values — Dev -
ina, Navya, Speaker27,Speaker28, Speaker29, Speaker3o,Speaker3 4
andunknown had 1,1,1,2,12,2,3 testing cases respectively. The total
precision for the model is 0.91, recall is 0.85 and f1-score is 0.83 . The
accuracy of the proposed model is 84.62%.
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Table 11
Comparison with existing models for speaker authentication.

Model Methodology Training Dataset Metrics
GMM and CNN Hybrid It achieves successful training and identification for a limited number of biometric Speed spectrum images of the 50 Equal Error
(Liu et al., 2018) samples by training the pre-processed speech spectrum in deep networks to extract individual speech samples of Rate = 2.5%
the deep features of the full frequency spectrum of short utterances. people, Each sample contains 10 For 5000
speech spectrum pictures. iterations,
Accuracy =87%
Joint Factor Analysis Testing the model based on many systems and their fusion. It was found that the RSR2015 (part III) dataset Male =2.01%
(Stafylakis etal., 2016) best EER was possible when all 6 systems were fused together. and
Female = 3.19%
Equal Error
Rates
HMM-Based i-Vector Preconditioned i-vectors with a regularized version of within-class covariance RSR2015 (143 female and 157 Equal Error Rate
Extractor (Zeinali et al., normalization, which can be robustly calculated phrase-dependently on the minimal male speakers, includes more Male =111

2017) datasets available for the text-dependent task.

Proposed mode |

model.

Implemented using MFCC (Mel Frequency Cepstral
extraction which passes its output tothe GMM (Gaussian Mixture Model). The
prediction is based on the maximum score calculated with respect to the

Coefficient) feature

than 60 different utterances
spoken by all speakers)
Custom, private dataset (9
speakers for training, 13
speakers for testing)

Accuracy = 84.62%

Confus!)on matrix o{ Recognitiog Model

L

True

Predicted

Fig. 8. Confusion matrix for facial recognition and authentication.

Table IT shows the comparison of the proposed model with existing
m odels for speaker authentication. It can be seen thateven with a larger
dataset thanthe one used in the proposed model, the accuracy of GMM
and CNN is 87%. The importance of testing the proposed model with
a smaller dataset is thata household has three to four members on av -
erage. So the system should be able to trainand test them odel based
on the minimum availability of sound recordings. For this purpose, an
accuracy of 84.62% of the proposed model for a smalldataset works
well.

It can be seenthat the proposed model is 87.5% accurate for fa-
cial recognition and authentication and 84.62% accurate for speaker
authentication. Once the sy stem recognises the user through facial au -
thentication, the system moves to speaker recognition. If the output of

both the sy stems match, then the authentication issuccessful, or else
thesystem deniesaccesstotheuser. Holistically com bining the facial

and speaker authentication sy stems, an overall accuracy of82.71 % is
achieved. The existingmodels have been trained and tested on large
datasets, butfor Smart Home Security, the database will include limited
datasets. For small datasets asper therequirement for the Hom e Se-
curity System, the existing models might have lesseraccuracy as th ose
m ethodsrequiremultipletraining data for eachuser. On the otherhand,
theproposed model gives a higher accuracy even with smaller datasets
withless training data. Hence it canbe seen thatthe proposed model is
more efficient for a Smart Home Security Solution.
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Fig. 9. Classification report for facial recognition and authentication.
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Fig. 10. Confusion matrix for speaker authentication.

6. Conclusion

This paper presents asolution for Smart Home Security. Models for
facial and speaker recognition have been proposed for user authentica-
tion. Siamese neural networkwith FaceNet based on one-shot learning
is used for facial authentication and Gaussian Mixture Model with MFCC
feature extraction is used for speaker authentication. Pre-processing is
don e for the captured image and the audio oftheuser. Based on the
features extracted, the minimum distance for facial recognition and the
m aximum score for speaker recognition is taken. Usingthese param e-
ters, theuser isclassifiedas either amember in the database or unidenti-
fied. For small datasets, the proposed models aremore efficient than the
state-of-the-art models which require larger datasets for training. Apart

from this, them odelnot only recognises the identities ofunmasked faces
but also recognises masked faces. For amasked user, their eye and nose
region should be clearly visible. The proposed model reports a final ac-
curacy of 82.71% for the entire Hom e Security system.Asa future scope,
m asked users could be recognised sol ely on the basis of their eye region.
This Smart Security solution can also be extended to malls, offices and
other placesrequiring security (Figs.2,3,4,5,6, 7).
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